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1	Decision/action requested
It is proposed to approve the pCR to TR 33.739.
2	References
[1]	3GPP TR 33.739: "Study on security enhancement of support for edge computing phase 2"
3	Rationale
This contribution proposes to update key issue #1.2 to consider the security of the EAS discovery related messages between V-EASDF and the DNS server of the HPLMN. 
4	Detailed proposal
Approve the following changes to TR 33.739 [1]. 

*** Start of 1st Change *** 
[bookmark: _Toc128687049]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 23.700-48: "5G System Enhancements for Edge Computing; Phase 2".
[3]	3GPP TR 23.700-98: "Study on Enhanced architecture for enabling Edge Applications ".
[4]	3GPP TS 33.558: "Security aspects of enhancement of support for enabling edge applications".
[5]	3GPP TS 33.839: "Study on security aspects of enhancement of support for edge computing in the 5G Core (5GC)".
[6]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)"
[7]	3GPP TS 33.501: "Security architecture and procedures for 5G System"
[8]	3GPP TS 33.535: Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)  
[9]	3GPP TS 23.502: "Procedures for the 5G System (5GS)"
[10]	3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
[11]	3GPP TS 23.558: "Architecture for enabling Edge Applications."
[12]	IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".
[13]	3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[14]	GSMA TS.43: "Service Entitlement Configuration"
[XX]	3GPP TS 23.548: "5G System Enhancements for Edge Computing; Stage 2"


*** End of 1st Change ***


*** Start of 2nd Change *** 
[bookmark: _Toc128687062]5.2.2		Key issue #1.2: Security of EAS discovery procedure via V-EASDF in VPLMN
[bookmark: _Toc128687063]5.2.2.1 	Key issue details 
In TS 23700-48 [2], two scenarios on how the UE accesses the EHE in VPLMN are described: the UE accesses EHE via an LBO PDU Session or the UE accesses EHE via a Home Routed (HR) PDU Session. For the discovery of the EAS located in EHE in VPLMN, the V-EASDF will be selected by the V-SMF and the V-EASDF address is sent to UE by the V-SMF directly (i.e. LBO case) or via H-SMF (i.e. HR case). The UE then exchanges DNS messages with V-EASDF to perform EAS discovery. Therefore, if the DNS message is modified by an attacker, then the DNS message could be sent to a compromised DNS server, in which case a wrong EAS address is allocated. Alternatively, the attacker could modify the EAS address and replace it with an address to a malicious AS. 
According to clause 6.7.2.3 of TS 23.548 [XX], when the target FQDN of the DNS query cannot be resolved by the V-EASDF, then the V-EASDF can send the DNS request to the DNS server address of HPLMN. Investigation on whether this communication between the V-EASDF and DNS server of the HPLMN also needs to be protected against unauthorized access and modifications by the attackers is required.
[bookmark: _Toc128687064]5.2.2.2	Threats
Without protection of the DNS message, an attacker could manipulate the DNS messages causing a disruption to the discovery procedure and edge services or misleading the UE to malicious servers.
[bookmark: _Toc128687065]5.2.2.3	Potential security requirements 
The system should support secure EAS discovery procedure via V-EASDF.

*** End of 2nd Change ***

